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Abstract: Electronic computing hardware forms the foundation of our information systems and 
cyberinfrastructure. The threats to the physical security of computer chips and 
countermeasures have been widely researched. However, with the rise of more modular and 
complex computing systems, the physical security of the system is threatened by more 
sophisticated physical attacks mounted by adversaries with virtually unlimited resources. Such 
attacks exploit the physical layer characteristics of the computing system beyond the integrated 
circuits (ICs) and, thus, bypass the conventional attack detection and protection mechanisms. In 
this talk, we first review some of these powerful physical attacks and discuss why conventional 
countermeasures fail to defend the system. Afterward, we explore the feasibility of building 
novel schemes at the physical layer of the system for detecting physical attacks using sensors 
and responding to them using deception and moving target defenses. Finally, we discuss how 
academia can assist the industry in discovering such physical vulnerabilities and fixing them 
before real-world adversaries exploit them.  
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