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Challenges

Increased connedctivity of people and devices to
the Internet and to each other has created an
ever-expanding attack surface that extends
throughout the world and into almost every
American home

.!,Im':';r.z:«—% o =
n&:!!"ﬂ""mmi‘,m e )
R &Z.'E‘ . =

\gi | ) o

Attack: SolarWinds, Colonial Pipeline, log4,j,...

* Vulnerability of cyber environment as the notion
of perimeter is no longer valid.

* Fragility of software and hardware supply chain
from apps down to microelectronics

* Profitability of successful attacks




Trust Paradigm

From trust but verify (Challenging & Response or Ask & Verify )

To never trust, always verify
Total stranger + Verification !=> Trust

community corroboration

* building mutual trust gradually
* assessing and verifying any claims intermittently, and
* delegating trust among communities on demand

)jubject awareness + Verification => as one component to trust }




/ero Trust Tenets

01) Resource protection

02) Universal authentication

03) Dynamic authorization

04) Least privilege

05) Monitoring and adapting

06) Encryption at rest

07) Assurance process iteratively
08) Provenance over a period
09) Traceability over lifecycle

10) Subject awareness




/ero Trust Architecture

Community Corroboration = Experts Insight + Crowd Audit
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PASS+ Pitch
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PASS+ Claims

Certifier Trust  gets/returns URL of
Chain a verified certifier

Metamask ‘ React JS Certification
Wallet ‘ User Interface Service Entity

Login to
Metamask

e zero trust =+ community corroboration
* existing groups + crowd auditing

* management and control

* PAs: accumulation over a period

* PAs: anonymous if needed

* PAs: hardened once they are in a chain
 self-sovereign identity (SSI)

e economic considerations
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PASS+ to Zero Trust

? Just because PASS+ has a write-once-read-many data storage, and any
data modifications will be detected, would it be sufficient for trust?
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What information must be recorded in this data storage to enable a
user to establish/verify trust as a component?




PASS+ to Zero Trust

? Just because PASS+ has a write-once-read-many data storage, and any
data modifications will be detected, would it be sufficient for trust?

?  What information must be recorded in this data storage to enable a
user to establish/verify trust as a component?

? Just because something is open, supported/verified by a community,
does it mean that it is correct? The assumption of “community
validation equivalent to trust” is flawed.




PASS+ to Zero Trust

? Just because PASS+ has a write-once-read-many data storage, and any
data modifications will be detected, would it be sufficient for trust?

?  What information must be recorded in this data storage to enable a
user to establish/verify trust as a component?

? Just because something is open, supported/verified by a community,
does it mean that it is correct? The assumption of “community
validation equivalent to trust” is flawed.

?  Why not trust experts more than the general public community in
this very specialized software and/or hardware supply chain from
apps down to microelectronics?
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PASS+
Blockchain

Consortium Permissioned
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PASS+ Public Chain Prototype Overview
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e Develop and plug in our consensus protocol
o Proof of work (PoW) - not sustainable
o Proof of stack (PoS) - hard to quantify stack
o Proof of authority (PoA) - centralized decentralized trap, bribery vulnerability
[ Add randomness and incentives

e Control the generation blocks based on the time elapse, size, and utility

Pluggable Consensus

Core

Blockchain Base Code




Create, store, and retrieve PAs

Create and manage subject accounts

Visualize accounts

Communicate with other web applications certifiers / assessors
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e Human subject - holistic collection

e Non-human subject - identifiable features

Ve

PA Certifier 1 [ PA Assessor

e Standardization
e Not too cumbersome

PA Model and Formal Structure

Subject Wallet } [ Subject Apps

Smart Contract

e Certification vs Evaluation
e Self-sovereign identity (SSI)

Y

Pluggable Consensus

N

Blockchain Base Code

PA dev PA std

Core



PA Model and Formal Structure =
N\ J "J;
> ( ) =
g PA Certifier } [ PA Assessor
o)
2 ‘E \\§ J
£ — : Subject Wallet Subject Apps -
o Q S S Y, %
S c 20 <
| .
o g 3 Smart Contract a-
- 3 (8 J
o)
£ f \
Q. Pluggable Consensus o
< J —
s N 8
Blockchain Base Code
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Core Implementation / Proof of Concept

. Clone source code

. Coding — adding consensus protocol code
. Build the executable

. Design test configuration

. Make dirs

. Create node accounts

. Generate genesis.json

. Init test net

. Create node accounts and start
10.Generate boot key and bind it to the boot node
11.Start all nodes

12.Setup test env

13.Testing
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Tools

* Development

User Front End

e l_Q

Blockchain

4]
\ 4

* Ethereum
e Truffle

* Ganache
* React

* web3.js

* MetaMask
* Express

* Languages
* JavaScript
Solidity
Go
* Rust
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Workflow
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Extension; (MetaMask) - MetaMask ...

Welcome Back!

The decentralized web awaits

Password

Unlock

Forgot password?

Need help? Contact MetaMask Support

. ? Ganache Firefox v @

Account 4
OxFcE..fACTIO

$
99.99/3ETH

© 00

® Connected

Buy Send Swap
Assets Activity
Contract Interaction -0 ETH
Jul 26 - lecalhost: 3000 -0 ETH

Need help? Contact MetaMask Support

User
Wallet



? Ganache Firefox

. Account 4 . 0x479...0829

New address detected! Click here to add to your
address book.

D ’
u HPA

HPA: 2039480, Geordy Vincent, Diploma, mercy-college-signature EDIT P/ \
i 0.00405186
citimatsdoes o Upload
fee 0.004052 ETH
Site suggested Max fee: 0.00405186 ETH
0.00405186
Total

0.00405186 ETH
Amount + gas fee  Maxamount: 0.00405186 ETH




(:::) TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
51 20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:8545 AUTOMINING PASS

~eek - TX 0x7a85feb140c554c5c¢f034655803197150985309f0985df3d3doa5ebacf9b00ab

SENDER ADDRESS TO CONTRACT ADDRESS
OxFcE489ed3ell19eBed4c62dF6e6E2DFDA3665FAC] Ox479ckc18cOF23F942dCf2cEaB9Ea7EQOF76dDD829

VALUE GAS USED GAS PRICE GAS LIMIT MINED IN BLOCK
0.00 ETH 135062 20000000000 202593 51

TX DATA

0x805431990000000000000000000000000000000000000000000000000000000000000118000000000000000000000000000000000000000000000000000000000000008
000000000000000000000000000000000000000000000000000000000000000cHEOEO0EEOEE0CEO00E000000000000000E00E0000E00E00E0OO0000000000010000000000
0000000000000000000000000000000000000000000000000000000647656F726479000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000074469706c6T6d610000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000176d657263792d636T6c6Cc6567652d7369676e6174757265000000000000000000

CONTRACT

CONTRACT ADDRESS

HPA 0x479c4c18cOF23F942dCf2cEa89Ea7EOF76dDD829
FUNCTION

createHPA(id: uint256, firstName: string, subject: string, signature: string)

INPUTS
280, Geordy, Diploma, mercy-college-signature

PA
Transaction



CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
51 20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:8545 AUTOMINING PASS

~mck  Ox7a85feb140c554c5cf034655803197f50985309f0985df3d3d0a5ebacf9b00a6 (0)

CONTRACT NAME CONTRACT ADDRESS
HPA 0x479c4c18cOF23F942dCf2cEa89Ea7EOF76dDD829
SIGNATURE (DECODED)

Certified(user: address, subject: string, signature: string)

TX HASH LOG INDEX BLOCK TIME
@x7a85feb140c554c5cfP34655803197f50985309F0985df3d3d0asebacfob0mab C] 2022-08-01 10:14:49
RETURN VALUES

USER
Oxfce489ed3ell9ebed4c62dfbebe2dfdd3665facl

SUBJECT
Diploma

SIGNATURE
mercy-college-signature

PA
Event



BLOCKS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
51 20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:8545 AUTOMINING PASS

—eack  BLOCK 51

GAS USED GAS LIMIT MINED ON BLOCK HASH
135062 6721975 2022-08-01 10:14:49 0x0e5dc3c10251e0651ceb4ab85551cdd7das55e74eald7c16522ed084c562c201e

0x7a85feb140ch54c5¢cf034655803197f50985309f0985df3d3d0asebacf9bonas O C
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
OxFcE4B9ed3el119eBed4c62dF6e6E2DFDA3665FACT HPA 135062 [¢]

Mined




Wo rkﬂ ow PA Ontology » PA Schema
Diagram o
) Expert System
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127.0.0.1

Jser Data
nput

Student Information D 3 ta I_ | S t

First Name: | |

GET /data-list/

Last Name: | |
HTTP 2088 0K
Allow: OPTIONS, GET

\AIII):| | Content-Type: application/json
Vary: Accept

Courses: | | [

——

"id": 6,

. "firstname": "Ederson”,
Smelt "lastname”: "Mazariego",

"wid": "123456789@",

"courses”: "Python"
I
I
L
"id": 7,
“firstname”: “James",
"lastname”: "Harver",

"wid": "9876543210",
"courses”: "Java”




User Competency Assessment Output

"familyName™:

1,

"courses™:

"abstrac
“name" :

courses_db =
projects_db =

data2 = data[ '@ h'1[e][ "¢
for course in data2:
if course['n "] courses_db:
level
print( 1", course[ 'r

print(
data3 = data[’
for project
it project[ ' name’] projects_db:
level2 = level+l
print( ' ,project[”

if level2 == @:
print ("l
elif level2

print("U

.close()

urse: Intro to Python
Project: Python Project
User level is Intermediate.




JSON-LD Sample

"@context": "https://jsonldresume.github.io/skill/context.json",

"@graph": [
{
"@id": "https://maryjane.github.io/resume/",
"@type": "skill:Resume”,
"owner": {
"@id": "https://maryjane.github.io"
12
"name": [
{
"@id": "https://maryjane.github.io",
"@type": "Person”,
"givenName": "Mary",
“familyName": "Jane"

}
1,

“courses": [

{

"@id": "https://maryjane.github.io/resume/",
"@type": "Course",
“name": "Intro to Python"

}
1,
“projects": [
{
"@id": "https://maryjane.github.io",
"@type": "CreativeWork",
"abstract": "Projects completed in semester.",
"name"; "Python Project”
}
]




PASS+ Applications

Task Assignment & Delegation NCL Skill Testing & Training Bot Id & Content Digger

Vehicle Authn & Proof of Vicinity ty Binding

Digital Communi
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Special Consideration- microelectronics up

Execution Stack

e counterfeit chips

e trojan implanted hardware
* infected OS

* malicious firmware

* middleware,

e supply chain software

e applications

* bad communication.

Quality Malicious Info. Quality Counterfeit Rev. Quality Malicious Rev. Info.
Escape Insertion Loss Escape & Excess Eng Escape Insertion Eng Loss

Integrate

PACKAGING,
FOUNDRY 4 ASSEMBLY DISTRIBUTION INTEGRATION
&TEST

OPERATIONS END OF LIFE
& MAINT. DISPOSAL

- 1P theft/ e = jieneton
3PIP vulnerabilities Loss
* Malware * Operational Reverse
insertion data 5"?."'991. ing pmw
. " i i exposure & * Malicious ngineering
Dng} insertion theft Software or * IP Theft
relal * Reverse Firmware
weaknesses engineering Update
vulnerabilities

SUPPLY CHAIN ASSURANCE: As Designed/As-Built/As-Operated and Maintained Data;
Pedigree, Provenance, Traceability

STANDARDS




Future Work

Development

Re-examine ontology
analysis

Create JSON-LD schema
Code block query
Develop block
generation

Improve the code of
subject API
Generalize smart
contract

Release PASS+

Research

Study economic side of
the blockchain for PASS+
Organize PAs more
efficiently

Explore ML model for
assessor

Improve proof-of-me
consensus and test it
Support advanced query
Support multimodality

Application

NCL skill testing and
training

Vehicle authentication
and proof of vicinity
Bot identification for
content creator analysis
Task assignment and
delegation

Job hunting or recruiting
Digital community
binding

Digital life and afterlife
Zero trust hardware
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