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Impacts of threats on physical characteristics
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Verification approaches
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Protection vs. detection approaches
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Protection vs. detection solutions
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Available Inspection Tools
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AutoSniper • 2 years ago

• Reply •

It's desirable and good, but it's a cat and mouse game.

Why not also bring this manufacturing back to the US?

 5 △ ▽

Jonathan Self  • 2 years ago

• Reply •

>  AutoSniper

Good point, why didn't anyone think of that before??? Give this guy a cookie.

△ ▽

jamaicajoe  • 2 years ago

• Reply •

>  AutoSniper

Sure, then the NSA can easily insert agents into the factories to modify Cisco Routers being sold to our allies! No need to bribe the FED X delivery guy to take a long lunch!

△ ▽

JordanViray • 2 years ago

• Reply •

All the best to Mr. Tehranipoor as traceability and chain of custody in products has been utter chaos in recent years. Counterfeits become more indistinguishable from genuine

products every year and the tools and skills required to detect off-spec hardware are simply out of reach for most end-users. It used to be that Chinese knocko ff components had

obvious tells like incorrect fonts, incorrect package textures and stampings, or invalid lot/serial numbers, but those things ar e easily "fixed". Sometimes the counterfeit packaging

comes straight off OEM lines and the only thing you can rely on is the reputation of the supplier. This isn't an issue 99% of the time but the 1% of the time when it is makes you

wonder whether the headache is worth the lower prices fr om offshoring.

One important component in this hack is that this chip uses the baseboar d management controller to do most of the dirty work. These are black box backdoors with little to no

public information to audit. Disabling Intel's Management Engine or HP's ILO etc in the OS and BIOS is no peace of mind since these contr ollers operate at an even more

privileged level; we're just supposed to trust Intel even though its IME/AMT have known weaknesses. As a pr ovider of secure data storage, this is one attack surface I have no

control over and to which I am vulnerable. I don't know how we get to a futur e with easily and truly verifiable hardware but I hope these kinds of attacks get us there sooner.

 4 △ ▽

Liu Bangan • 2 years ago

• Reply •

Why don't they post the chip die photo of so-called spy chip?

It will explains a lot very clearly.

 3 △ ▽

Gary Quinn • 2 years ago • edited

• Reply •

This is an amazing story.

But I find all this "Amazon, Apple and SuperMicro deny it, but many people believe it" stu ff hard to take.

Unlike software, which can be ephemeral, hardware is, well, HARDWARE.

Since this was supposedly done to thousands of boar ds, why not just get some of the compromised motherboards and show everyone the dastardly chips, and say "look, there

they are!"

 2 △ ▽

Brian Machesney • 2 years ago • edited

• Reply •

Many ASIC designs include "spare gates" that are intended to fix problems using metal-only mask changes, saving time and money. One suspects that these circuits could be

wired in - or, worse, circuitry added unbeknownst to the developer - to nefarious purposes.

 1 △ ▽

Nemo • 2 years ago

• Reply •

"So why isn’t this system in widespread use? After all, much of it has been available since 2014." Much does not mean all. Tehranipoor's system may indeed be ready for prime-

time but I have wrestled with making lab-grade systems into commer cially viable systems to be skeptical. On the bright side, once they start using it commer cially, things should

change for the better.

 1 △ ▽

jamaicajoe  • 2 years ago

• Reply •

>  Nemo

Really to be effective this technology would have to keep up with all design documentation including engineering change notices. And since it is somebody in the

engineering side who is implanting the "chip", they can easily for ge an ECN and the xrays will say all is fine. It takes someone physically contr olling the auditing of the entire

process to keep this from happening. Lets just throw in the towel and concede that if your information is on the Internet it is already public knowledge. There is no fix.

 3 △ ▽

albert89 • 2 years ago

• Reply •

So where is the photo showing the aforementioned Chinese chip ?

△ ▽

SamuelKMoore   • 2 years ago

• Reply •

IEEE Spectrum >  albert89

That belongs to Businessweek. See https://www.bloomberg.com/n...

△ ▽

albert89  • 2 years ago • edited

• Reply •

>  SamuelKMoore

Other tech websites are showing the chip image in their articles. 

But IEEE Spectrum seem to be too lazy to include the right image 

in their article for readers.

 1 △ ▽

Jimmy Li • 2 years ago

• Reply •

First of all, this title conveys misleading information same as the fake news fr om "Bloomberg". IEEE is a place where Engineers discuss technology and new inventions, not a place

for any political agenda from any government. Secondly, as an engineer, we don't try to promo one technology or invention by devalue or promote fake stories. This is very

unethical behavior and the purpose of the topic is not technical as well.

△ ▽

George Reeves • 2 years ago

• Reply •

There are so many ways to bury malware in hardware that the chain of custody is crucial for critical security systems. It is foolish to get hardware, either chips or boards, for secure

systems from insecure sources. The low bidder might have another revenue source, selling your secrets.

△ ▽

Ken Mahler • 2 years ago

• Reply •

Yes, bring the manufacturing back to the US, tax the 0.01% to build the plants and put the illegals to work. We could give them a fair wage and Trump would look like a genius.

Also, what happens if one of the chips on the board (say the power supply chip) is replaced with a pin-compatible "hacked" version. This technique would not catch it. The need

for a final board test is the only way to guarantee tamper-free boards.

What I am really puzzled about is why didn’ t the Director of National Security, IMMEDIATELY suspend EVERY and ALL computer boards entering our country three years ago when

all this was discovered? Wall Street, that’s why.

△ ▽

Glenn Forslin  • 2 years ago

• Reply •

>  Ken Mahler

Ok Gordo, GREED is good. Not for security, but the CFOs like greed, as long as they are not the hacked. That is of course, a temporary situation....

 23 △ ▽
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Images: University of Florida

These X-ray tomography images reveal,

layer by layer, the layout of a commercial

printed circuit board.

Image: University of Florida

According to Bloomberg Businessweek, spies in China managed to insert

chips into computer systems that would allow external control of those

systems. Specialized servers purchased by Amazon, Apple, and others around

2015 and manufactured in China by San Jose–based Super Micro were

reportedly at issue, as may have been systems built for the U.S. military.

Amazon, Apple, the Chinese government, and Super Micro deny the incident

ever happened. And some experts find it hard to believe a top-flight company

like Apple could have initially missed something like this in their quality

assurance process. However, other experts are convinced by Bloomberg’s

reporting and the nature of the attack. One of those is Mark M. Tehranipoor,

director of the Florida Institute for Cybersecurity Research (FICS). In fact,

this is just the kind of attack his institute has been developing the technology

to detect and counter.

The institute’s semiautomated

system “could have identified this

part in a matter of seconds to

minutes,” says Tehranipoor, an IEEE

Fellow. The system uses optical

scans, microscopy, X-ray

tomography, and artificial

intelligence to compare a printed

circuit board and its chips and

components with the intended

design.

It starts by taking high-resolution

images of the front and back side of

the circuit board, he explains.

Machine learning and AI algorithms

go through the images, tracing the

interconnects and identifying the

components. Then an X-ray

tomography imager goes deeper,

revealing interconnects and

components buried within the circuit

board. (According to Bloomberg,

later versions of the attack involved

burying the offending chip instead of

having it sit on the surface.) That

process takes a series of 2D images

and automatically stitches them

together to produce a layer-by-layer

analysis that maps the interconnects

and the chips and components they

connect. The systems in question in

the Bloomberg story probably had a

dozen layers, Tehranipoor estimates.

All this information is then compared

to the original designs to determine if

something has been added,

subtracted, or altered by the

manufacturer.

Nearly all of the process is

automated, and Tehranipoor’s group

is working on completely removing

the need for a human in the system.

In addition, they are working on ways

to identify much more subtle attacks.

For example, an attacker could

potentially alter the physical values of

capacitors and resistors on the board

or subtly change the dimensions of

interconnects, making them

susceptible to system-crippling

electromigration.

So why isn’t this system in

widespread use? After all, much of it

has been available since 2014.

(Tehranipoor even described some in

his 2017 article for IEEE

Spectrum about the dangers of

cloned chips.) “Sometimes a

technology is ready, but it’s not used

by companies because an attack

hasn’t been seen to be real,”

Tehranipoor says. This attack might

be enough to change that perception,

he says.  

 Even so, “this isn’t the attack that

keeps me up at night,” says

Tehranipoor. “As sophisticated as it was…those attackers could have done a

lot more and been much more difficult to detect.”
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Goal

❑ Generating hardware signatures to differentiate between Genuine and counterfeit boards by monitoring the

physical behavior of the system.

Motivation



First solution
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Threat model

12

❖ For different verification scenarios, we assume that the verifier possesses a golden sample to compare the 

measurements.

❖ The goal is that before deploying the PCB in the field, the designer or the end user verifies the authenticity of the 

devices.

❖ We assume that the adversary can physically tamper with all components of the PCB prior to the verification.
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Verification methodology

❑ Converting the unique properties in the power distribution network (PDN) of a PCB into 

physical signatures.
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Power distribution network (PDN)

   

 
 
 

           

               
                  

          

                     

             

          

Equivalent circuit of PCB’s PDN

1) Stimulate the device under test (DUT).  

2) Measure the electrical ‘echo’ of the system to the  applied stimulus.

3) Compare the resultant electrical ‘echoes’ of the counterfeit and genuine samples.

Electrical echo
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ScatterVerif [𝟏]

 

 

 

                         
               

   

 

 

 

 
 
 

 

 

 

                          

                       

                                     

                                

[1] T. Mosavirik, F. Ganji, P. Schaumont, and S. Tajik, “Scatterverif: Verification of electronic boards 

using reflection response of power distribution network”, ACM Journal on Emerging Technologies in 

Computing Systems, 18(4):1–24, 2022.
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Case studies and results (inter-genuine signatures)

[1] T. Mosavirik, F. Ganji, P. Schaumont, and S. Tajik, “Scatterverif: Verification of electronic boards 

using reflection response of power distribution network”, ACM Journal on Emerging Technologies in 

Computing Systems, 18(4):1–24, 2022.

Backside of 2 different groups of MSP430FR2476 development kits

            

10 PCBs 10 PCBs
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Case studies and results (inter-genuine signatures)

               

               

  

  

  

  

  

 

 
 
  

  
  

  
  

   
 
 

 

       
       

Backside of 2 different groups of MSP430FR2476 development kits

            

10 PCBs 10 PCBs Manufacturing process variation

[1] T. Mosavirik, F. Ganji, P. Schaumont, and S. Tajik, “Scatterverif: Verification of electronic boards 

using reflection response of power distribution network”, ACM Journal on Emerging Technologies in 

Computing Systems, 18(4):1–24, 2022.
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Case studies and results (tampering on MSP boards)

, removed

Short circuit

Short circuit

Trace cut

Via added Jumpers removed

 efurbished

[1] T. Mosavirik, F. Ganji, P. Schaumont, and S. Tajik, “Scatterverif: Verification of electronic boards 

using reflection response of power distribution network”, ACM Journal on Emerging Technologies in 

Computing Systems, 18(4):1–24, 2022.
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Case studies and results (tampering on MSP boards)
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Trace cut

Via added Jumpers removed
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[1] T. Mosavirik, F. Ganji, P. Schaumont, and S. Tajik, “Scatterverif: Verification of electronic boards 

using reflection response of power distribution network”, ACM Journal on Emerging Technologies in 

Computing Systems, 18(4):1–24, 2022.
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Case studies and results (pressure sensors)
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DUTs:  a counterfeit (left) and genuine (right) pressure sensors

[1] T. Mosavirik, F. Ganji, P. Schaumont, and S. Tajik, “Scatterverif: Verification of electronic boards 

using reflection response of power distribution network”, ACM Journal on Emerging Technologies in 

Computing Systems, 18(4):1–24, 2022.



Second solution
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Threat model

22

❖ we assume that the victim’s electronic board is operated in an untrusted field and the attacker has physical 

access to it.

❖ We assume that the adversary can physically tamper with all components on the core and I/O PDNs of the 

board connected to the victim chip, including adding/removing/replacing other components.

❖ The proposed sensing countermeasure works on powered-on systems.

❖ We assume that the PDN’s impedance profiles of genuine samples have been collected in an enrollment phase in 

a trusted environment and stored on the same chip, which performs the impedance characterization.

❖ The goal is to detect the attacker’s tampering attempt on the system before she can mount SCA or FI attacks.
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ImpedanceVerif [𝟐]

                                 
                  

                        
                         

 

                          

                      

 

 

 

 

   

 

 
 
 

           

                  

    

           

On-chip impedance sensing

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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An embedded VNA on FPGA

    

   

 

 

                                               

                                   

 

 

 

   

 

    

    

  

   

  

 
 

 
 

 
  

 
 

  

Main building blocks of an embedded VNA on FPGA

Cosmin Iorga, “Solve Power Integrity Problems in FPGA Systems Using an Embedded Vector 

Network Analyzer”, Signal Integrity Journal, 2018.
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An embedded VNA on FPGA

    

   

 

 

                                               

                                   

 

 

 

   

 

    

    

  

   

  

 
 

 
 

 
  

 
 

  

Main building blocks of an embedded VNA on FPGA

Cosmin Iorga, “Solve Power Integrity Problems in FPGA Systems Using an Embedded Vector 

Network Analyzer”, Signal Integrity Journal, 2018.
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An embedded VNA on FPGA

    

   

 

 

                                               

                                   

 

 

 

   

 

    

    

  

   

  

 
 

 
 

 
  

 
 

  

Main building blocks of an embedded VNA on FPGA
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[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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Device under test
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 a  b 

FPGA
JP 

I O port

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).

Front Backside
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Results for intra-genuine PCBs

28

f= 315.97 MHz

Maximum deviation between means of the measurements

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).

The averaged impedance value of 105 measurement
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Results for adding a shunt resistor
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The effect of adding the jumper which 

bypassed the shunt resistor

Z = R + j X

f= 587.80 MHz

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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Results for removing 470 nF capacitors
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f= 1.57 kHz

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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Results for removing 47 nF capacitors
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f= 39.90 MHz

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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Proximity of an EM Probe
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Placing an EM probe on top of 

the FPGA package.

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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IC Package Polishing
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Polished FPGA package

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).
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Wasserstein metric 

34

[2] T. Mosavirik, P. Schaumont, and S. Tajik, “ImpedanceVerif: On-Chip Impedance Sensing for 

System-Level Tampering Detection”, IAC  Transactions on Cryptographic Hardware and Embedded 

Systems (TCHES 2023).



Summary
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Conclusion

❖ We used these hardware signatures, we can characterize the entire system from board to chip level, in

different portions of the frequency band.

❖ Experimental results from “ScatterVerif” show that even genuine samples, manufactured at different facilities,

can be identified using the proposed approach.

❖ We converted the unique properties in the power distribution network (PDN) of a PCB into physical signatures.

❖ Our solutions make the verification generic and applicable to virtually all electronic systems. 

❖ The on-chip impedance sensing (ImpedanceVerif) reveals different classes of tamper events from board to chip

level, even environment-level tampering activities, such as the proximity of contactless EM probes to the IC

package or slightly polished IC package.

❖ Self-contained verification method

❖ The first solution, “ScatterVerif,” is a holistic PCB verification framework based on the characterization of the 

PCBs’ PDN. We show that different classes of physical attacks affect the overall impedance of a PCB differently in 

various frequency ranges. Hence, the reflection response of the PCB provides a unique hardware signature to 

differentiate between genuine and counterfeit/tampered samples by a single measurement. 



Worcester Polytechnic Institute37

Acknowledgement 

• Dr. Shahin Tajik

• Dr. Patrick Schaumont

• Dr. Fatemeh (Saba) Ganji



Thank you for your attention!



Worcester Polytechnic Institute39

Electrical echo

Two Port Network

Scattering parameters measurement


