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PA MAN
ATTACKING ARM POINTER AUTHENTICATION


WITH SPECULATIVE EXECUTION

Joseph Ravichandran*, Weon Taek Na*,  Jay Lang, Mengjia Yan
*Both authors contributed equally to this work.
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SW HWMicroarchitectural

Attacks

Memory Corruption

Attacks
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SW HWMicroarchitectural

Attacks

Memory Corruption

Attacks

PACMAN
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Buffer Overflow
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Buffer[1]

...

Function Pointer



Buffer Overflow
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Buffer[0]

Buffer[1]

...

Function Pointer

Buffer Overflow

overwrites the


function pointer!



Let's fix this bug with Pointer Authentication.
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ARM Pointer Authentication
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PAC = crypto_fn(pointer, salt, key)



Two Operations

Sign Verify

Before saving a pointer to 
memory, compute the PAC

Before using a pointer, 
check the pointer's PAC



Buffer Overflow
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Buffer[0]

Buffer[1]

...

Function PointerPAC



Buffer Overflow

17

Buffer[0]

Buffer[1]

...

Function PointerPAC

Buffer Overflow 
corrupts the PAC

Invalid PAC means we crash!
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Previous work solely considers memory safety threat model.
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Previous work solely considers memory safety threat model.



Memory Corruption

Control-Flow 
Hijacking Attack

Memory Corruption 
Vulnerability

Pointer Authentication

is the last line of defense



Break PAC with Hardware Attacks

• Guess a PAC speculatively to prevent crashes


• Leak verification results via side channel
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Speculative Execution
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if (true)

    A

else

    B

Branch A

Branch
Speculate B

Undo B A

In Order

Speculative

Time

Microarchitectural

side effects NOT undone



Data Gadget

if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)
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Data Attack if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)

Correct PAC

24

Mispredict

Branch



Data Attack if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)

Correct PAC
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Mispredict

Branch

PAC Check

Succeeds



Data Attack if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)

Correct PAC
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Mispredict

Branch

PAC Check

Succeeds

Speculative

Load!



Data Attack if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)

Correct PAC

27

Mispredict

Branch

PAC Check

Succeeds

Speculative

Load!

Incorrect PAC
Mispredict


Branch



Data Attack if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)

Correct PAC
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Mispredict

Branch

PAC Check

Succeeds

Speculative

Load!

Incorrect PAC
Mispredict


Branch
PAC Check


Fails



Data Attack if (condition):

  verified_ptr = check_pac(guess_ptr)

  load(verified_ptr)

Correct PAC
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Incorrect PAC

Mispredict

Branch

Mispredict

Branch

PAC Check

Succeeds

Speculative

Load!

PAC Check

Fails

Speculative

Exception



TARGET

Image: Apple ("Apple Unleashes M1")

The world's first desktop CPU

that supports Pointer Authentication.
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Challenges of Real World HW

• No documentation of microarchitectural details.


• No high resolution timer.


• macOS is a difficult system to integrate attacks on.
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Essentially, we had to reinvent the wheel.



Conjectured TLB Hierarchy
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PAC Oracle Accuracy
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PacmanOS
A Rust-based bare metal

environment for performing experiments.
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PACMAN @ DEF CON 30



SW HW
PACMAN
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PACMAN: Attacking ARM Pointer Authentication with Speculative Execution
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Microarchitectural

Side Channels

Side Channel

via Software Resources

Memory Corruption 
Vulnerabilities

Many Others …

Microarchitectural

Side Channels

Takeaway: New threats arising from compound threat models
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http://csg.csail.mit.edu/6.888Yan/for_instructors/

Learning CPU Architecture for fun
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PACMANATTACK.COM

@0xjprx

Follow me on Twitter!


