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Buffer Overflow

Buffer[0]

Buffer[1]

Function Pointer




Buffer Overflow

Buffer[0]

Buffer Overflow
overwrites the

Buffer[1]

function pointer!

Function Pointer
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Let's fix this bug with Pointer Authentication.



ARM Pointer Authentication

PAC = crypto_fn(pointer, salt, key)

16 Bits 48 Bits
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Two Operations

Sign Verify

Before saving a pointer to Before using a pointer,
memory, compute the PAC check the pointer's PAC



Buffer Overflow

Buffer[0]

Buffer[1]

PAC Function Pointer




Buffer Overflow

Buffer[0]
Buffer[1] Buffer Overflow
corrupts the PAC
PAC Function Pointer

Invalid PAC means we crash!
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Break PAC with Hardware Attacks

e Guess a PAC speculatively to prevent crashes

e | eak verification results via side channel



Speculative Execution

In Order

Speculative

specu'-ate B Microarchitectural
side effects NOT undone
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Data Gadget

if (condition):
verified_ptr

check_pac(guess_ptr)

load(verified_ptr)
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Data Attack

Correct PAC

Mispredict
Branch

if (condition):
verified_ptr

check_pac(guess_ptr)

load(verified_ptr)

—
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Data AttﬂCk if (condition):

verified_ptr = check_pac(guess_ptr)
load(verified_ptr)

— Mispredict nAG Check
Correct PAC —
Branch Succeeds
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Data Attack

Correct PAC

Mispredict
Branch

if (condition):
verified_ptr

check_pac(guess_ptr)
load(verified_ptr)

PAC Check

—>
Succeeds
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Data AttﬂCk if (condition):

verified_ptr = check_pac(guess_ptr)
load(verified_ptr)

Branch — Succeeds ~~  Load!

— MisPrediCt
Incorrect PAC —
Branch
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Data AttﬂCk if (condition):

verified_ptr = check_pac(guess_ptr)
load(verified_ptr)

Branch — Succeeds ~~  Load!

Mispredict PAC Check
Incorrect PAC — .
Branch Fails
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Data AttﬂCk if (condition):

verified_ptr = check_pac(guess_ptr)
load(verified_ptr)

Branch — Succeeds ~~  Load!

Incorrect PAC —> . —> .
Branch Fails Exception
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TARGET

SM1

The world's first desktop CPU
that supports Pointer Authentication.

Image: Apple ("Apple Unleashes M1") 30



Challenges of Real World HW

e No documentation of microarchitectural details.
e No high resolution timer.

e MacOS is a difficult system to integrate attacks on.

Essentially, we had to reinvent the wheel.
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Conjectured TLB Hierarchy

.



PAC Oracle Accuracy
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THE WORLD'S FIRST SPECULATIVE EXECUTION
EXPLOIT FOR M1

PacmanOS

A Rust-based bare metal
environment for performing experiments.
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Top news

F 3 digitaltrends
The M1 has a big security loophole, and Apple can't patch it

4 hours ago

"y
HARD'WARE

MIT Finds New Arm Vulnerability Present in Apple M1,
Demos PACMAN Attack

4 hours ago

All coverage

2 Phoronix

Apple M1 Affected By "PACMAN" Hardware Vulnerability In
Arm Pointer Authentication

4 hours ago

Apple M1 chip contains hardware vulnerability that
bypasses memory defense

4 hours ago

Experts warn of 'PACMAN' flaw in M1 chip that can't be
patched

1 hour ago

MIT researchers uncover ‘unpatchable’ flaw in Apple M1
chips

21 minutes ago

CTOSMac

PACMAN M1 chip attack defeats ‘the last line of security’ -
but requires physical access

2 hours ago

VentureBeat
MIT researchers discover Apple M1 chip vulnerability

3 hours ago

DARKEzdng

Design Weakness Discovered in Apple M1 Kernel
Protections

3 hours ago
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PACMAN Attacking ARM Pointer Authentication with Speculative Execution
THE

09 Jun 2022

PACMAN @ DEF CON 30
DEF CON 36 Talk

B @
Our DEF CON 30 talk about PACMAN is now live. Check it out here!
‘ DEF CON 30 - Joseph Ravichandran - The PACMAN Attack: Break...
= PacmanO$S
Think like Think .
an attacker. a CPU de

Watch on (83 Youlube
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PACMAN: Attacking ARM Pointer Authentication with Speculative Execution

PACMAN
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lakeaway: New threats arsing from compound threat models

Microarchitectural Microarchitectural
Side Channels Side Channels

Side Channel
via Software Resources

Many Others ...

B Viemory COFUPTORE
Vulnerabilities

38



Learning CPU Architecture for fun

http://csg.csail.mit.edu/6.888Yan/for_instructors/
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