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Naming Jungle

Confidential Computing (NVIDIA, Amazon, Microsoft)

Trusted Computing
Trustlets (ARM)
® Zero trust

Enclave (Intel)
Secure VM (AMD, IBM)
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Trusted Execution Environment:
What It Is, and What It Is Not
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The Features of TEEs

Verifiable Launch

* Runtime Isolation

® Cryptographic Memory Protection
® Secure Storage

® Trusted 10
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Isolation Enforcement
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® Accesses always succeed
¢ Confidentiality through encryption
¢ Integrity through MACs/MerkleTrees
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Core Isolation
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Privilege Level

Name
Strat  Enclave  Software TCB

Intel SGX [23, 2] TL App o

> Intel TDX [8] T-L VM PL1

‘g AMD SEV-SNP[17]  T-L VM -

T ARMTZ[1] T-L  App/VM  PLO+(PL1/2)

= ARMCCA[3] TL VM PLO+(PL1)
IBM PEF [14] T-L VM PLO
Flicker [21] TL VM o
SEA [22] TL VM -
SICE [4] TL VM PLO
PodArch [26] T-L App -
HyperCoffer [32] T-L VM PLO
H-SVM [15, 16] TL VM -
EqualVisor [10] T-L VM PL1
xu-cc15 [33] T-L App -
wen-cf13 [31] T-L VM -
Komodo [13] T-L App PLO + PL2

s SANCTUARY [6] TL  App PLO + PL2

‘E TrustiCE [28] TL App PLO + PL2

S HA-VMSI [34] TL VM PLO

g sancumig] TL  App PLO
TIMBER-V [30] TL  App PLO
Keystone [19] TL App PLO
Penglai [12] T-L App PLO
CURE [5] TL  App/VM PLO
Iso-X [11] T-L App -
HyperWall [29] TL VM -
Sancus [25, 24] T-L App -
TrustLite [18] TL App PLO
TyTan [7] TL App PLO
XOM [20] TL App -
AEGIS [27] TL App ° ZTHA 2022
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Memory Isolation against a Software Adversary*
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Cache Isolation
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Shared Cache Isolation over Time
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Shared Cache Isolation over Time
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Memory Isolation against a Physical Adversary
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What about other Devices?

Graviton: Trusted Execution Environments on GPUs

Stavros Volos Kapil Vaswani Rodrigo Bruno
Microsoft Research Microsoft Research INESC-ID / IST, University of Lisbon
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What about other Devices?

Graviton: Trusted Execution Environments on GPUs

NVIDIA CONFIDENTIAL
COMPUTING

Secure data and Al models in use.
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Isolation on Nvidia GPUs
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Isolation on Nvidia GPUs
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Cache Isolation Strategies

Temporal

Spatio-
temporal

Spatial

CURE, Flicker, .
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Are we done?

e CPU TEEs largely figured out

— Aot of reinvention
— How to increase transparency?
— Performance improvements still possible

® TEEs on different architectures still in its infancy
* How to combine TEEs on multiple devices?
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